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Open Source OPC UA over TSN Ecosystem

Project phase #4: “open62541 feature improvements” OSHDL




Why OPC UA?

OPC UA has travelled some distance in the endeavor of
B being the “English” language of the equipment world
B through its industry widespread adoption, cooperation and collaboration and

B enabling digitization and Industry 4.0 use-cases by offering an
Open Platform for Communications & an Unified Architecture
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Unlike MQTT, OPC UA is a complete package — both horizontal and vertical use-cases!

Oil and gas

%, Plastics and rubber machinery
et cova Domain Specific Information Models CNC machine tools
e Packaging machinery

etc.

Built-In Information Models
Base, DA, AC, HA, Programs

OPC UA Meta Model

Basic rules for exposing information with OPC UA

Services

Browse, Read / Write
Method Calls, Subscriptions

Client/Server UA Binary

UA Secure Conversation I

WebSocket / HTTPS

Client / Server

Message Model

PubSub Configuration, DataSets
Message Readers and Writers

Pub/Sub
UDP MQTT

Publish / Subscribe

Built-in Security

Browse information model for device capabilities One-to-one and one-to-many communications

Read and write current and historical data High frequency data and event notifications

Execute actions through method calls Power and latency constrained devices

Data change and event notifications One-to-many communications
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How does OPC UA fit into Industry 4.0?

OPC UA has been recommended as an important technology
in the implementation strategy of the Industry 4.0 platform.
-Platform Industrie 4.0

https://www.plattform-
i40.de/P140/Redaktion/EN/Downloads/Publikation/secure-
implementation-of-opc.pdf? blob=publicationFile&v=5

OPC-UA IS THE COMMUNICATION TECHNOLOGY IN RAMI4.0
-OPC Foundation

https://opcfoundation.org/wp-
content/uploads/2016/05/0PC-UA-Interoperability-For-
Industrie4-and-loT-EN-v5.pdf

RAMI 4.0
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https://www.plattform-i40.de/PI40/Redaktion/EN/Downloads/Publikation/secure-implementation-of-opc.pdf?__blob=publicationFile&v=5
https://opcfoundation.org/wp-content/uploads/2016/05/OPC-UA-Interoperability-For-Industrie4-and-IoT-EN-v5.pdf

OPC UA Field Level Communications



Why OPC UA Field Level Communications?

Industrial
Interoperability:
From Sensor
into Cloud

3

Oil Refinery

E

Press ﬁ

ﬁ il obot

Initiative for Field
Level Communications

Fieldbus

o

Security

by design

les

Enable all Industrial
use-cases (IEEE 60802)

Interoperability

by design

©

Realtime pub/sub and
scaling down to
embedded devices
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OPC Foundation & OPC Field Level Communications Steering Committee

ABBD BECKHOFF rexroth

A Bosch Company

OPC Foundation
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Electric, Honeywell Process Solutions, automation and industrial suppliers.
Microsoft, Yokogawa, SAP SE, Rockwell
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industrial

Nearly all major automation suppliers are part of this group
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OPC UA & Leading loT Vendors



Leading loT Vendors Commit to OPC UA Adoption
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Open Source Ecosystem for OPC UA



Why Open Source

Going forward

You will see open source becoming a critical part of your
commercial solutions

Standard Hardware

* Intel x86, ARM, FPGA Standard interfaces for Industry 4.0

« |EEE 802.1 AS will result in common software components
« |EEE 802.1 Qbv, etc to be delivered via collaborative effort

Standard Software

Linux Kernel 5.18+ Landscape is complex

Realtime Linux (PREMPT_RT is now a mainline) Open-source projects enable sharing of costs and lets you
Linuxptp 3.0+ invest more on your core differentiators

Iproute 2+

Open62541 1.3+
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Why this community project?

M Lean, Scalable, Standards-based, Secure, Open-Source path for customers to achieve:
B real-time machine-to-machine applications, as well as
B simplified cloud integration

M Top Goals of Phase 4
B Update stack to comply with evolving specifications

B Feature enhancement and optimization for resource-constrained devices

\
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Why should | spend money on an open-source project?

B OPCUA is astandard - it is not your core differentiator

B You can
Share cost of development
Avoid duplication of work
Reduce standard compliance and certification effort
Reduce after sales support cost — interoperability surprises from the field

B By investing money in open source, you can have a say in prioritizing features that you
need and also influence the long-term roadmap of the project

ka\l\% o 1OSADL ~ Fraunhofer
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If its already a successful project, then why should | fund now?

B Phase 1 added PubSub

B Phase 2 certified the stack for micro-embedded & optimized for CPU cycles

B Phase 3
Focused on PubSub TPM security and test infrastructure for monitoring 24x7 using
munin
Stack will be ready for Standard profile certification by 2022
B Phase 4 will focus on open62541 feature improvements with
Customer feedback related to ease of use
Update stack to complying with evolving specifications
Feature enhancement and optimization for resource-constrained devices

ka\&/{é' BSADL ~ Fraunhofer
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open62541

Open Source OPC UA SDK (Stack / Server / Client / PubSub)
B Licensed under the MPLv2 (weak copyleft)
Professional Development Processes and Continuous Integration
80%+ test coverage
Static Code Analyzers
Runtime Sanitizers
Build on several Platforms and Setups

B Used in commercial products

Extended Plugin concept for ease of integration and customization

\
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Why PubSub?
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Deliverables
Lol Phase #1 ol {GSADL

Development
Lab eG

An Open Source implementation of OPC UA Publish/Subscribe

over TSN and a related demonstrator to be exhibited at

L De||Ve ra bleS Embedded World 2018 in Nuremberg, Germany

Brokerless OPC UA PubSub with binary message Letter of Intent (V5, January 15, 2018)
encoding via IP multicast

This Letter of Intent is signed between

Integration of the publisher in a regular OPC UA
server with additional real time interrupting

hereafter OPC UA Pub/Sub project participant and the

Sta N d a I one su bscrl be r Open Source Automation Development Lab (OSADL) eG, 69120 Heidelberg, Germany

hereafter 0SADL.

Integration of TBS in OPC UA Publisher to publish o
ntroduction
the paCketS at hard real tlme (nanO Second J|tter) In order to overcome the various shortcomings of the currently available Ethernet-based industrial

communication methods, it was proposed to further develop and standardize the existing OPC UA
protocol and to equip it with new features requested by industry. Such features include broadcasting
H H H : messages simultaneously to many listeners (Publish) and the ability to install callback mechanisms to
F | rSt Ste p Of secure Cl e nt/Se rver communi Catlo n trigger automatic message submission when a state changes (Subscribe) to avoid polling, However, for
the time being there is no implementation available that includes these features and can be used by
- . . industry — either since the features simply are not available or, if available, the implementation uses a
h b d I b | d I I d strong-copyleft Open Source license which makes it impossible to be combined with a proprietary
T e a Ove e |Ve ra eS We re g ra u a y m e rge I n application and to be conveyed to customers. In addition, real-time capabilities may be needed when
. o . o . used in industry, but they are lacking as well. It, therefore, is the aim of this Letter of Intent to launch a
existing open62541 repository in April 2018 communiy project 10 develop sn Open Source OPC UA fitary equipped with Pubish and Subscribe
features and real-time capabilities. An Open Source license shall be used that allows to deploy the
library in industrial products.

\
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Deliverables
Lol Phase #2

Deliverables

Integration of TSN functionalities with user defined time
triggered send (ETF) in OPC UA Brokerless PubSub Ethernet
communication

Improvement in the real-time (RT) capabilities of PubSub

Faster encoding and decoding — Encode and decode
only the modifiable values (datasets, timestamps,
seguence number, ...)

Introduction of external Datasource variable for the
faster access of value nodes in the Information model

Certified SDK - The open62541 v1.0 (server_ctt sample) is
certified by the OPC Foundation regarding the 'Micro
Embedded Device Server’ profile

Alpha release of OPC UA PubSub Security Layer (SKS) & MQTT

0pen
Source

{OSADL

Development

Lab eG

Building an Open Source OPC UA/TSN Ecosystem
Project phase #2: “Security & Certification”
Letter of Intent, 2™ edition

(V6, January 31, 2019)

This Letter of Intent is signed between

hereafter Open Source OPC UA/TSN Ecosystem participant or simply as participant
and the

Open Source Automation Development Lab (OSADL) eG, 69120 Heidel-
berg, Germany

hereafter OSADL

Introduction

A rapidly growing number of companies and organizations is fostering the develop-
ment of a standardized method for real-time network communication based on OPC
UA as platform protocol and TSN as link layer. This broad interest has led to the
open62541 project (https://open62541.org/). It was founded to provide an OPC UA
implementation that can be freely copied and distributed under the Mozilla 2.0 Open
Source license

The next important evolution of OPC UA after having implemented the base technol-
ogy were the Publish/Subscribe (PubSub) components to allow for a connection-less
and, thus, resource saving communication suitable for the low-power devices that are
expected to be used throughout the future Internet of Things. For this purpose, Fraun-
hofer IOSB in Karlsruhe, Germany, the India based system integrator Kalycito In-
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Deliverables

Lol Phase #3 ope 1OSADL

Development
LsbeG
OSADL oG - im Nesenteimer Fad 583 - 065120 Maidaiberg
N Deliverables Building an Open Source OPC UA over TSN Ecosystem

Project phase #3: “Scalability & Tool chain”
Letter of Intent (V11, January 25, 2021)
This Letter of Intent is signed between

TP M fo r P u bS u b i m p I e m e ntatio n hereafter Open Source OPC UAp%vnei::ngrr;‘t Ecosystem participant or simply

and the

Security support for the PubSub UADP protocol

PubSub + TPM - encryption and decryption

hereafter OSADL.

Introduction and overview about previous project phases

P U bS U b + T P M - h a rd Wa re key StO ra g e A rapidly growing number of companies and organizations is fostering the development

of a standardized method for real-time network communication based on OPC UA as
platform protocol and Time Sensitive Networking (TSN) as link layer. This broad interest
. . . . . has led to the open62541 project (hitps://open62541.org/). It was founded to provide an
FPM integration on top of PubSub security implementation OPG UA inlemenaton ht can e eey copied anddsttded under the Ml 20
pen Source license.
The next important evolution of OPC UA after having implemented the base technology
o g o fe . o e . V74 were the Publish/Subscribe (PubSub) components to allow for a connection-less and,
Providi ng ce rtification prerequis ites accordi ng to the “Full thus, resource saving communication suitable for the low-power devices that are ex-
pected to be used throughout the future Intemet of Things. For this purpose, Fraunhofer
H ” H I0SB in Karisruhe, Germany, the India based system integrator Kalycito Infotech and
Em bedded PI’OfI Ie by OPC FOU ndatlon the Open Source Automation Development Lab (OSADL) founded a joint interest work-
ing group. This group launched a community project and distributed a call for contribu-
tions in form of a Letter of Intent of project phase #1. This Letter of Intent was signed by
. . . the workipg group participants :
Creating a new Quick Start Guide for OPC UA PubSub - 2) Heideberger Druckmaschinen AG
. . . o ¢) Linutronix GmbH
monitoring 24x7 using munin ) Piz GmbH & Co. KG
e) SICK AG
f) TQ-Systems GmbH
which resulted in sufficient funding to execute the project in addition to the contributions

Stack will be ready for Standard profile certification by 2022 made by Fraunhofer (0SB, Kalycto Infotech snd OSADL

http:/Awvens 038l org - infoSosadl.ong - Phone 433 8221 88604 0 - Fax 429 6221 85504 80
Location: Heidelarg, Garmany - Cooparative Ragister 700023 Mannhaim District Court - Tax No. 32080/02333 - VAT-ID DE220878748
Chairman of the Supanvisary Soard: Al Sargheft - Directors: Andreas Orzaisic, Rainer Thisringar
Voksbank Neckartal oG - 8LZ 872 917 00 - Account 16763508 - IBAN DE10872517000016783506 - S\IFT GENODESINGD
Auditing sssociation: Saden-\orttambargacher Ganosssnschafisverband 8. V. - Location: Karlsruhs, Garmany
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OPC UA PubSub Application
Round Trip Time @ 250us cycle time — 24x7 results

;: OPpen62541 PubSub Latency - Errors

open62541 PubSub Latency - Errors - by day

open62541 PubSub Latency - Errors - by week

104 104
09 09
08 0.8
07 07
u 0.6 o 0.6
5 5
= 05 -] 05
= 04 ) 04
03 03
02 0.2
01 01
0.0 0.0
Tue 12:00 Wed 00:00 11 12 13 14 15 16 17 18
Cur; Min: Avg: Max: Cur: Min: Avg: Max:
@ Missed counters 0 0 0.00 0 @ Missed counters 0 0 0.00 0
W Repeated counters 0 0 0,00 0 W Repeated counters 0 0 0,00 0
Last update: Wed Jan 19 11:00:36 2022 Last update: Wed Jan 19 11:00:36 2022
: open62541 PubSub Latency - Round Trip Time Absolute
open62541 PubSub Latency - Round Trip Time Absolute - by day open62541 PubSub Latency - Round Trip Time Absolute - by week
1200000 ¢ 1200000 ¢
1100000 1100000
1000000 1000000
900000 900000
‘g‘ 800000 ;vT 800000
= 700000 = 700000
g 600000 g 600000
4 500000 4 500000
5 400000 S 400000
300000 300000
200000 200000
100000 100000
0 0
Tue 12:00 Wed 00:00 1 12 13 14 15 16 17 18
Cur: Min: Avg! Max: Cur: Min: Avg: Max:
M open62541 RTT latency 102329 1018890 1622950, 39 1031685 B open62541 RTT latency 1622912 1017726 1023086.44 1032480

Last update: Wed Jan 19 11:00:36 2022

Last update: Wed Jan 19 11:00:36 2022

On a 30 days long run the
system was stable.

For the entire 30 days,
there were no repeated/
missed counters and the
Round trip time was 4x the
cycle time
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Customer feedback after phases 1, 2 and 3

This survey was announced to happen between January 25, 2022 and February 21, 2022, but some more inputs were
taken into consideration for a short period after that. The following are the feedback from the survey, and this serves as
the input for the next phase.

* OPC UA features

*  OPC UA optimizations to run on constrained hardware and freeRTOS
*  OPC UA FX specification implementations

* TSN + Linux Interface Standardization

It is clear that though the survey participants had responded positively to contributing in the amount of up to EUR
200,000, there were several interest groups and not all groups were interested in all the items

Based on the feedback and priorities given by several stakeholder's phase #4 will concentrate on further improvements of
the open62541 community project. This LOI will focus on “OPC UA features” and if more funds become available,
optimizations to run on constrained hardware like freeRTOS

\
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Phase 4: Overview



The Letter of Intent Phase 4
Subproject and priorities

B The project activities are divided into two different subprojects

B Project #1: open62541 improvements

Open

— {GSADL

Development
LabeG

CSADL oG - I Nesanheimar Faid 583 - 085120 Kaidalbep

Building an Open Source OPC UA over TSN Ecosystem
Project phase #4: “open62541 improvements”
Letter of Intent (V05, July 6, 2022)
This Letter of Intent is signed between

hereafter Open Source OPC UA over TSN Ecosystem participant or participant
and the

hereafter OSADL

Introduction and overview about previous project phases
The following information on page 1 to 4 is given here only in order to understand the
history and the context of the current project phase, but has no contractual significance.

A rapidly growing number of companies and organizations is fostering the development of
a standardized method for real-time network communication based on OPC UA as plat-
form protocol and Time Sensitive Networking (TSN) as link layer. This broad interest has
led to the open62541 project (https://open62541.org/). It was founded to provide an OPC
UA implementation that can be freely copied and distributed under the Mozilla 2.0 Open
Source license.
The next important evolution of OPC UA after having implemented the base technology
were the Publish/Subscribe (PubSub) components to allow for a connection-less and,
thus, resource saving communication suitable for the low-power devices that are ex-
pected to be used throughout the future Intemet of Things. For this purpose, Fraunhofer
10SB in Karisruhe, Germany, Kalycito Infotech Private Limited, India and the Open
Source Automation Development Lab (OSADL) founded a joint interest working group.
This group launched a community project and distributed a call for contributions in form of
a Letter of Intent of project phase #1. This Letter of Intent was signed by the working
group participants

a) Heidelberger Druckmaschinen AG

b) Kontron AG

¢) Linutronix GmbH

d) Pilz GmbH & Co. KG

e) SICKAG

f) TQ-Systems GmbH

m ovvens 03831 org - infoBosad] ong - Phone +35 8221 63804 0 - Fax +49 8221 33504 80
Location: Haidalberg, Germany - Cooparative Ragister 700023 Mannheim District Court - Tax No. 32080/02383 - VAT-ID 0€220976748
Charman of the S Suparvisory Soard: Axal wv:" Dirsctors: Ancraas Orzalsk, Or. Samd Susesmilch, Rainer Thisringar
\okabank Nackartal 5 - BLZ 672 17 00 - Account 18765608 - IBAN DE1087261700001678350€ - S\WIFT GENODESINGD
Auditing Saden-Worttartery frsvacband 8.V, - Location: Karlsruhe, Garmany
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The Letter of Intent Phase 4

[ ] ° [} ooen
Project #1: open62541 improvements BSADL
Developmen
B Parse Load and store information data model at run time through S emT——
configuration file (not statically compiled in firmware) B O S0 A O T
roject phase #4: “open improvements”
w“ »” . T ] thter of Inten[t’(VOS,July 6‘,’2022)
B Implement “reverse connect feature” as described in "OPC 10000-7 - Part Thi Lette of Itents signed between
7: PrOfI|ES", ChapterS 6.6.5 Reverse Connect Server Facet and 6.6.75 he;e;neropenSourceOPCquverTSNEcosystempammpamorpamcnpant
Reverse Connect Client Facet £ Source Automation Developmen Heidelberg, German
hereafter OSADL
B Complement the ongoing project to update the OPC client/server release e L bl
. o . . . . history and the context of the current project phase, but has no contractual significance.
to version 1.05 without overlapping with the parts already commissioned Ryacigmoniocy sl i¥fcomrcnries woiioaseciasfin i e il oummnid

a standardized method for real-time network communication based on OPC UA as plat-
form protocol and Time Sensitive Networking (TSN) as link layer. This broad interest has

B [Implement support of PubSub state machine according to OPC10000-14, U imtemrison vt con b ecscoped ond Gioieduner e Moz 20 Open
ource license.
chapter 6.2.1 woro 0 PubAh/Swbuciibe (PUbSUS) componort & ow o & Cooclon Joss and.

thus, resource saving communication suitable for the low-power devices that are ex-
pected to be used throughout the future Intemet of Things. For this purpose, Fraunhofer
H L o] H H H . H H 10SB in Karisruhe, Germany, Kalycito Infotech Private Limited, India and the Open
B Companion specification selection in the build system for fast integration Source Automation Development Lab (OSADL) founded a ot inerest working group
This group launched a community project and distributed a call for contributions in form of
a Letter of Intent of project phase #1. This Letter of Intent was signed by the working

Automatic size-reduction of the information model by white-listing and ") RedebererOrknascioen A
dependency resolution J; Pl G 3 Go. Ko
f) TQ-Systems GmbH
M Further CPU and memory optimizations for resource constrained devices g LY SO et S T MR

(identify, document and implement optimizations for memory and CPU 355"::::?"{ Het s i e S o

footprint)

\
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The Letter of Intent Phase 4
Project funding and management

M The project will be managed in form of a so-called OSADL mixed-
funded project, i.e. a subgroup of OSADL members and non-members
is formed who contribute to the project.

B Project management, software development and testing provided by
OSADL is partly funded by the project and partly provided from the
regular annual OSADL budget while employing existing office and
laboratory infrastructure.

Open

e {OSADL

Development
LabeG

CSADL oG - I Nesanheimar Faid 583 - 085120 Kaidalbep

Building an Open Source OPC UA over TSN Ecosystem
Project phase #4: “open62541 improvements”
Letter of Intent (V05, July 6, 2022)
This Letter of Intent is signed between

hereafter Open Source OPC UA over TSN Ecosystem participant or participant
and the

n Al ion Dev n Hei T n
hereafter OSADL

Introduction and overview about previous project phases

The following information on page 1 to 4 is given here only in order to understand the
history and the context of the current project phase, but has no contractual significance.

A rapidly growing number of companies and organizations is fostering the development of
a standardized method for real-time network communication based on OPC UA as plat-
form protocol and Time Sensitive Networking (TSN) as link layer. This broad interest has
led to the open62541 project (https://open62541.org/). It was founded to provide an OPC
UA implementation that can be freely copied and distributed under the Mozilla 2.0 Open
Source license

The next important evolution of OPC UA after having implemented the base technology
were the Publish/Subscribe (PubSub) components to allow for a connection-less and,
thus, resource saving communication suitable for the low-power devices that are ex-
pected to be used throughout the future Intemet of Things. For this purpose, Fraunhofer
10SB in Karisruhe, Germany, Kalycito Infotech Private Limited, India and the Open
Source Automation Development Lab (OSADL) founded a joint interest working group
This group launched a community project and distributed a call for contributions in form of
a Letter of Intent of project phase #1. This Letter of Intent was signed by the working
group participants

a) Heidelberger Druckmaschinen AG

b) Kontron AG

¢) Linutronix GmbH

d) Pilz GmbH & Co. KG

e) SICK AG

f) TQ-Systems GmbH

htwp//ervens 0383l org - nfoSosadi ong - Phone 429 6221 53504 0 - Fax 429 8221 53504 &0
Location: Heidelberg, Germany - Cooparative Ragiter 700023 Mannheim District Court - Tax No. 32080/02333 - VAT-ID D€220976748
Charman of the Suparvisory Soard: Axsl Baeghoff - Dirsctors: Andraas Orzslski, Or. Semd Suassmilch, Rainar Thisringar
Voksbank Nsckartal oG - BLZ 872 17 00 - Account 16763608 - IBAN DE10872817000018763808 - S\WIFT GENODESINGD
Auditing sssocigtion: Saden-Worttambergiacher Ganosssnachafisverband oV, - Location: Karlsruhe, Garmany
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The Letter of Intent Phase 4

Contribution levels - Financial contribution 1OSADL

Development
LabeG

Contribution Level OSADL Member(EUR) Non-Members(EUR)

Building an Open Source OPC UA over TSN Ecosystem
SI IVer 5 OOO 7 500 Project phase #4: “open62541 improvements”
’ ’

Letter of Intent (VO05, July 6, 2022)
Gold 10,000 15,000

This Letter of Intent is signed between

hereafter Open Source OPC UA over TSN Ecosystem participant or participant

and the

P I a t i n U m 2 0, OOO 3 O, OOO Open Source Automation Development Lab (OSADL) eG, Heidelberg, Germany
hereafter OSADL

D | amon d 3 O 5 OOO 45 ) OOO Introduction and overview about previous project phases

The following information on page 1 to 4 is given here only in order to understand the
history and the context of the current project phase, but has no contractual significance.

A rapidly growing number of companies and organizations is fostering the development of
a standardized method for real-time network communication based on OPC UA as plat-
form protocol and Time Sensitive Networking (TSN) as link layer. This broad interest has
led to the open62541 project (https://open62541.org/). It was founded to provide an OPC
UA implementation that can be freely copied and distributed under the Mozilla 2.0 Open
Source license
The next important evolution of OPC UA after having implemented the base technology
were the Publish/Subscribe (PubSub) components to allow for a connection-less and
thus, resource saving communication suitable for the low-power devices that are ex-
pected to be used throughout the future Intemet of Things. For this purpose, Fraunhofer
10SB in Karisruhe, Germany, Kalycito Infotech Private Limited, India and the Open
Source Automation Development Lab (OSADL) founded a joint interest working group
This group launched a community project and distributed a call for contributions in form of
a Letter of Intent of project phase #1. This Letter of Intent was signed by the working
group participants

a) Heidelberger Druckmaschinen AG

b) Kontron AG

¢) Linutronix GmbH

d) Pilz GmbH & Co. KG

e) SICKAG

f) TQ-Systems GmbH
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The Letter of Intent Phase 4

Contribution of development resources 1OSADL

Development
LabeG

Contribution Level OSADL Member(Workdays) = Non-Members(Workdays)

Building an Open Source OPC UA over TSN Ecosystem
SI IVe r 10 d ays 15 d ays Project phase #4: “open62541 improvements”

Letter of Intent (VO05, July 6, 2022)
Gold 20 days 30 days

This Letter of Intent is signed between

hereafter Open Source OPC UA over TSN Ecosystem participant or participant

and the
P I ati n U m 40 d ays 60 d ays Open Source Automation Development Lab (OSADL) eG, Heidelberg, Germany
hereafter OSADL

D | amon d 6 0 d ays 9 0 d ays Introduction and overview about previous project phases

The following information on page 1 to 4 is given here only in order to understand the
history and the context of the current project phase, but has no contractual significance.

A rapidly growing number of companies and organizations is fostering the development of
a standardized method for real-time network communication based on OPC UA as plat-
form protocol and Time Sensitive Networking (TSN) as link layer. This broad interest has
led to the open62541 project (https://open62541.org/). It was founded to provide an OPC
UA implementation that can be freely copied and distributed under the Mozilla 2.0 Open
Source license
The next important evolution of OPC UA after having implemented the base technology
were the Publish/Subscribe (PubSub) components to allow for a connection-less and
thus, resource saving communication suitable for the low-power devices that are ex-
pected to be used throughout the future Intemet of Things. For this purpose, Fraunhofer
10SB in Karisruhe, Germany, Kalycito Infotech Private Limited, India and the Open
Source Automation Development Lab (OSADL) founded a joint interest working group
This group launched a community project and distributed a call for contributions in form of
a Letter of Intent of project phase #1. This Letter of Intent was signed by the working
group participants

a) Heidelberger Druckmaschinen AG

b) Kontron AG

¢) Linutronix GmbH

d) Pilz GmbH & Co. KG

e) SICKAG

f) TQ-Systems GmbH

Location: Haidalberg. Garmany
Charman of the Suparv
Volkabank Nackantal oG
Auciting associatic!

an-\ortteerbergiachar Ganosssnachafiverband o V. - Location 'zl sruhe, Gan "a"
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The Letter of Intent Phase 4

Benefit of various contribution levels

Contribution Logo display and Certification
level listed as contribu- assistance
tor
Silver yes no
Gold yes no
Platinum Yes VES
Diamond yes yes

The Diamond contribution provides the
privilege on adding the company’s hardware or
software components as part of the technology

demonstrator that is built.

Number of votes when deciding on
the development prionty of compo-
nents

1

2
4
6

Open

— {GSADL

Development
LabeG

CSADL oG - I Nesanheimar Faid 583 - 085120 Kaidalbep

Building an Open Source OPC UA over TSN Ecosystem
Project phase #4: “open62541 improvements”
Letter of Intent (V05, July 6, 2022)
This Letter of Intent is signed between

hereafter Open Source OPC UA over TSN Ecosystem participant or participant
and the

hereafter OSADL

Introduction and overview about previous project phases
The following information on page 1 to 4 is given here only in order to understand the
history and the context of the current project phase, but has no contractual significance.

A rapidly growing number of companies and organizations is fostering the development of
a standardized method for real-time network communication based on OPC UA as plat-
form protocol and Time Sensitive Networking (TSN) as link layer. This broad interest has
led to the open62541 project (https://open62541.org/). It was founded to provide an OPC
UA implementation that can be freely copied and distributed under the Mozilla 2.0 Open
Source license.
The next important evolution of OPC UA after having implemented the base technology
were the Publish/Subscribe (PubSub) components to allow for a connection-less and,
thus, resource saving communication suitable for the low-power devices that are ex-
pected to be used throughout the future Intemet of Things. For this purpose, Fraunhofer
10SB in Karisruhe, Germany, Kalycito Infotech Private Limited, India and the Open
Source Automation Development Lab (OSADL) founded a joint interest working group.
This group launched a community project and distributed a call for contributions in form of
a Letter of Intent of project phase #1. This Letter of Intent was signed by the working
group participants

a) Heidelberger Druckmaschinen AG

b) Kontron AG

¢) Linutronix GmbH

d) Pilz GmbH & Co. KG

e) SICKAG

f) TQ-Systems GmbH

htp:/Aeovews 0393 org - infoDosadlong - Phone +49 6221 68504 0 - Fax +49 8221 33504 20
Location: Haidalberg, Germany .ommiﬁagxwm Mannhaim District Court - Tax No. 32080/02333 - VAT-ID 0226976748
Charman of the S Suparvisory Soard: Aal B Dirsctors: Ancraas Orzslski, Or. Sernd Suscsmilch, Rainar Thisringar
Vokabank Nackartal 93 - 8.2 872 917 00 - Account 16763608 - AN DE10672617000015763808 - SWAST GENODESINGD
Auditing associgticn: Baden-\orttambergiacher Gencsssnachafisverband 8. V. - Location: Karlsruhe, Garmany
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The Letter of Intent Phase 4
Overall budget and schedule

M Overall budget - 100,000 euros.

Minimum funding threshold - 30,000 euros

B If minimum funding is available — only partial or even rudimentary

software components

B The more budget will be available, the more software components will
be developed and reach production

M Tentative launch date - August 31, 2022

Open

e {GSADL

Development
LabeG

CSADL oG - I Nesanheimar Faid 583 - 085120 Kaidalbep

Building an Open Source OPC UA over TSN Ecosystem
Project phase #4: “open62541 improvements”
Letter of Intent (V05, July 6, 2022)
This Letter of Intent is signed between

hereafter Open Source OPC UA over TSN Ecosystem participant or participant
and the

n Al i v n Hei T n
hereafter OSADL

Introduction and overview about previous project phases
The following information on page 1 to 4 is given here only in order to understand the
history and the context of the current project phase, but has no contractual significance.

A rapidly growing number of companies and organizations is fostering the development of
a standardized method for real-time network communication based on OPC UA as plat-
form protocol and Time Sensitive Networking (TSN) as link layer. This broad interest has
led to the open62541 project (https://open62541.org/). It was founded to provide an OPC
UA implementation that can be freely copied and distributed under the Mozilla 2.0 Open
Source license
The next important evolution of OPC UA after having implemented the base technology
were the Publish/Subscribe (PubSub) components to allow for a connection-less and,
thus, resource saving communication suitable for the low-power devices that are ex-
pected to be used throughout the future Intemet of Things. For this purpose, Fraunhofer
10SB in Karisruhe, Germany, Kalycito Infotech Private Limited, India and the Open
Source Automation Development Lab (OSADL) founded a joint interest working group.
This group launched a community project and distributed a call for contributions in form of
a Letter of Intent of project phase #1. This Letter of Intent was signed by the working
group participants

a) Heidelberger Druckmaschinen AG

b) Kontron AG

¢) Linutronix GmbH

d) Pilz GmbH & Co. KG

e) SICK AG

f) TQ-Systems GmbH

http/Avvon sadl org - nfoDosadlong - Phong +33 6221 85604 0 - Fax +29 8221 53504 20
Location: Heidelberg, Germany - Cooparative Ragiter 700023 Mannheim District Court - Tax No. 32080/02333 - VAT-ID D€220976748
Chairman of the Supervisory Scard: Axal Barghoff - Directors: Andraas Orzslsk, Or. Sernd Suacsmilch, Rainar Thisningar
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Phase 4: For more Information
Visit:


https://www.osadl.org/OPCUA-Project

Open Source Resources



Quick Start Guide

Running OPC UA stack ope

> C @

kalycito.com

HOME ABOUT SOLv

ka%y%to‘

Image below shows the test setup followed to run the PubSub application

PEER TO PEER NETWORK SWITCH NETWORK

1210 NIC |enp2s0 enpds 1210 NIC
1P Address: IP Address: ress:
192 168.0.2

152.168.0.2 192.168.0.1
You can follow either of the above listed network to run the application

enp2sl] 1210 NIC

1210 NIC

IP Address:
192.168.0.1

STEPS TO RUN OPC UA PUBSUB APPLICATION

Clone the open6254] stack with the following command

git clone https://github.com/open62541/0pen62541._git

Image attached below shows the overview of the target applications

How to run OPC UA stack open62541 with
Realtime PubSub on Realtime Linux and TSN
using Intel i210 ethernet card

This quick start guide serves as a starting point for a user in
learning/evaluating OPC UA including TSN technology
for their products/projects.

This quick start guide uses “Open Source OPC UA stack
open62541 with Pub/Sub feature” and leverages the TSN
features available on “standard Linux kernel + PREMPT_RT
patches” on an X86 PC hardware with intel i210 Ethernet Card.

The initial release of the quick start guide may not have
worked on all platforms, but the most recent version
repeatedly and successfully underwent test runs for about 30
days.

https://www.kalycito.com/how-to-run-opc-ua-open62541-
with-realtime-pubsub-on-realtime-linux-and-tsn-from-source/
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Whitepaper

Real-time Open Source Solution for Industrial
Communication Using OPC UA PubSub over TSN

Gopiga S K', Keerthivasan &

“Wikchil Vannan K, Selva Suba Jenifer I, Shriva Chaurasia’, Suriya Narayansn B V*,
Thangavaila K T’

Infotech Private Limited, Coimbatore, India.
‘zopi vcito.com, 'kazﬂhn'nmas@!g\mn(m “mikhilvamnan kkalycitn com, * selvasuba jei veito,com,

“srivanarayanan po@kalycito com, tanzzvaila k@kalycit com
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Download Whitepaper
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24x7 Demonstrator @ OSADL

M OSADL primarily defines the criteria for real-time Linux
and focuses on benchmarking the identified kernel in
different processors using a Quality Assurance (QA) farm.

B The tests are performed in the systems hosted in the QA :
farm on OSADL Test Racks in several OSADL testing labs \.l.
to monitor the systems under stress test. 111l

\

B One pair of real-time verified nodes (latency value <
70us in cyclictest results) is used to run OPC UA
Publisher/Subscriber over TSN application at 250us cycle
time and the round trip time latency of the application is
monitored for 24*7. (https://www.osadl.org/?1d=3394)
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OPC UA PubSub TSN Application
Round Trip Time Results — 24 * 7

;:open62541 PubSub Latency - Round Trip Time Jitter

open62541 PubSub Latency - Round Trip Time Jitter - by day

40ut

30u
)
g 20u
3
"
-

10u

0
Tue 12:00 Wed 00:00
Cur: Min: Avg: Max:

W open62541 RTT Jitter 23u 1% 22,95u 32u

Last update: Wed Jan 19 11:00:36 2022

open62541 PubSub Latency - Round Trip Time Jitter - by week
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0
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W open62541 RTT Jitter 23u 18u 23,09 32u

Last update: Wed Jan 19 11:00:36 2022

This shows the performance
graph with Round trip time
jitter of PubSub TSN
Application running in peer to
peer connected nodes with
250 microseconds cycle time.
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open62541 documentation

€« c ‘@' O & https:ffopent2541.orgidoc/aurrenty E e ﬁ
# open62541 .
# » Introduction View page source
Introduction

open&2541 (http:fopené2541.orghis an open source and free implementation of OPC UA (OPC

Unified Architecture} written in the cormmon subset of the €99 and C++98 languages. The library is

This open62541 documentation page
serves as a starting point for a user in

open&2541 Festures exchangeable plugins. Plugin implementations are provided for the major operating systems. |ea rn | ng OPC UA teCh n0|08y USi ng

Getting Help . _ o _ open62541for their products/projects.
open62541 is licensed under the Mozilla Public License v2.0 [MPLvZ2}. This allows the open62541
library to be combined and distributed with any proprietary software. Only changes to the
open&2541 libraryitself need to be licensed under the MPLv2 when copied and distributed. The
Installing opent2541 plugins, as well as the server and client examples are in the public domain [CCO licensel. They can

T usable with all major compilers and provides the necessary tools to implement dedicated OPC UA

clients and servers, orto integrate OPC UA-based communication into existing applications.

OPC Unified Architecture open&2541 libraryis platform independent. All platform-specific functionality is implemented via

Contributing

Building opené2541

https://open62541.org/doc/current/

Tutorials be reused under any license and changes do not have to be published.
Protocol
The sample server (server_ctt} built using opens2541 v1.0 is in conformance with the 'Micro

Data Types Embedded Device Server’ Profile of OPC Foundation supporting OPC UA client/server

Services

Infarmation Maodelling

Server

it

communication, subscriptions, method calls and security (encryption} with the security policies
'‘Basic128Rsals), Basic256' and 'Basic2565ha256" and the facets ‘'method server’ and 'node
management’ See https:fopens2541.org/certified-sdk for more details.

OPC Unified Architecture
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open62541 forum support

pen62541 / open62541 ' Public

Code () Issues 5%

§1 Pull requests 80 () Actions

0 wiki

Ongoing Work, Feature Wishlist and Prioritization
#5075 opened on 22 Apr by jpfr

@ Open

Q isiissue is:open

() 594 0pen + 1,857 Closed

© Use of compont volatile operations (util.h, architecture_definitions.h) throws warnings in C+-

#5247 opened 4 hours ago by marcmutz

@ Security [/ Insights

Au

O Getting build and installation errors for pubsub example

#5244 opened 3 days ago by pradeipk ﬁ, 7 tasks

© FreeBSD 13.1: Implicit declaration of pipe2
#5236 opened 6 days ago by herrhotzenplotz

© [Consult] Can a struct with a member which is a flexible array be pubsubed?

#5233 opened 6 days ago by zx8808

This forum exhibits active collaboration

and support in improving open62541
stack.

https://github.com/open62541/open6254

1/issues/new
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https://github.com/open62541/open62541/issues/new

Help us help you
Its easy, just a few steps

1) Print the LOl document — Page 9
2) Choose the contribution level in page 9
3) Sign the document (page 9)
4) Send it to


mailto:office@osadl.org

